Today's Ransomware
Jul. 18, 2016

1. I've received a ransomware today.

- jsshim_DF391.zip =>account_report bla.wsf — Locky(zepto)
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How are things?

Thank you very much for responding my email in a very short time. Attached is the bank account
report. Please look at it again and see if you have any disapproval.

Yours faithfully,

Lakisha Goodman

British Youth Council

FPhone: +1 (609) 903-30-23, Fax: +1 (609) 903-30-26
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2. Victim under attack

- Process : C:Wlogin accountAppDatatLocalt¥Temp#0zp3uUoE.exe

1 IMPORTANT INFORMATION !!!!

files are Bnicrypted with RSA-2048 and AES-128 ciphers.
mation about the RSA and AES can be found here:
N wikipedia org/edki/RSA_(cryptosystem)

bn (ipeiorg/ i/Advanced_Encryption_Standard

.. OEOE220E-3.. OEOE220E-3.

e key follow one of the links:
5mrdlju.tor2web.org/0EOE220E3BA07937
Smrdlju.onion.to/OEOE220E3BA07937

Tf all of this addresses are not available, follow these steps:

1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initialization.

3. Type in the address bar: mphtadhciSmrdlju.onion/OEOE220E3BA07937

4. Follow the instructions on the site.

_HELPJinstr..

Your personal identification ID: OEOE220E3BA07937 !!!
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3. Blocking by RansomFree®
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explorer exe 2272 ceo
hkemd.exe 2532 ceo
igfxpers.exe 2540 ceo
igfxsrve,exe 2380  ceo
LANUtil exe 2580 ceo
RansomFree.exe 2548 ceo
(3 RF_AU.exe 2352 ceo
taskeng.exe 3132 ceo
taskhost.exe 2052 ceo
taskmar.exe 4408 ceo
VAIOUpdt. exe 3180 ceo
VESMarSub.exe 492 SYSTEM
winlogon.exe 752 SYSTEM
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= RansomFree® is blocking in real-time until the unknown ransomware.



